Third-Party & Vendor
Risk Management Platform

IT vendor risk management (IT VRM) is the discipline of addressing the residual risk that businesses
and governments face when working with external service providers, IT vendors, and related third
parties. The scope typically addresses risks related to data protection, business continuity, security,
and other risk domains as relevant to laws, regulations, and industry practices.

As with any other risk management program, operational efficiency is critical to the success and
sustainability of a strong vendor risk management program.

6c¢licks provides a comprehensive risk management platform covering the full vendor lifecycle, from
onboarding and inherent risk analysis to ongoing monitoring and issue management. 6c¢licks
advanced capabilities for automating assessments, on-site audits, and issues management help

improve your efficiency.

Sourcing, procurement, and vendor management leaders can use this datasheet to better
understand how 6c¢licks automates and supports the identification, assessment, analysis,
remediation, and monitoring of the information and operational risks associated with an
organization’s use of IT vendors across a broad set of industries and geographies.

Outbound vendor management features

Inbound vendor response features

» Support for unlimited vendors

+ Risk assessments, audits, and lifecycle
monitoring — including linking vendors to key
risks in your risk

+ Streamlined vendor onboarding via
configurable form that your stakeholders can
submit to your TPRM team

+ Automated vendor tiering, pre-qualification,
and initial due diligence assessments based
on submitted vendor form details

+ Batch delivery of vendor assessments

+ Workflow & notification engine, including
recurrence for longer term vendor
engagements

* Issue tracking and remediation
+ Single, centralized vendor directory

* Reporting & dashboards for insights, trends,
and analytics

Oclicks

Proactively build trust with careful disclosure
of your organization’s security posture through
the 6c¢licks Trust Portal in read-only format

Share completed assessments, audits, and
internal controls with relevant external
stakeholders, such as auditors, regulators, and
customers

Support for custom terms & conditions
required for attestation prior to gaining access
to your Trust Portal profile

Reduce the burden of responding to inbound
assessments by proactively publishing relevant
information about your program to a Trust
Portal profile

Support for multiple, shareable profiles —
including a public profile option for sharing
information quickly and efficiently.
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The benefits

With support for unlimited vendors,
6clicks will scale with your organization by
aggregating your vendor data, automating
your assessments, and helping you gain
control over your vendor risk management
process.

6clicks empowers you with a comprehensive
view of all vendor data to manage risk, spend,
contract information, obligations, and
documents in one location.

Efficiently onboard and tier new vendors to
your program by auto-populating vendor
details and requirements through our
onboarding form submission and pre-
qualification scoping questionnaire.

Easily identify and raise the visibility of issues,
collect details, and store all communication in
case of audits or future issues.

Meet industry or geographically-specific
requirements.

Streamline pre-contract inherent risk analysis
and due diligence for new vendors with
surveys and questionnaires that allow you

to conduct automated third-party
assessments, onsite audits, and surveys

to monitor ongoing risk.

Provide your vendors easy access and

a streamlined interface for expeditious
response at no cost, negating the need

for version control, emails, and miscellaneous
messages.

Leverage reporting and dashboards for
comprehensive visibility into trends, risk,
and status of all vendors. Compare
performance and drill down into details to
understand sources of risk.
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Integrations

The 6c¢licks IT Vendor Risk Management
Solution fulfills our vision of platform
extensibility, allowing you to capitalize on
technology investments you've already madO

With the release of the 6¢licks Developer API,
you'll have the ability to seamlessly push and
pull data between 6clicks and applications
such as your CRM, contract management
system, ticketing system, vendor telemetry
subscriptions, etc.

The list of supported technologies will be
limitless and will include opportunities to
integrate with solutions like:

Adobe Acrobat Sign Workday
Dow Jones Clearbit
Okta Jira Software Cloud
Salesforce Ping Identity
SWIFTRef ServiceNow
AWS Zoominfo
Dun & Bradstreet Cortex XSOAR
Onelogin Jira Software
SAP Ariba Solutions RapidRatings
ThreatConnect Slack
Argos Risk Coupa
EcoVadis Microsoft Azure
Oracle (NetSuite) Recorded Future
SAP Ariba Snowflake
TINCheck Darkbeam
BitSight Microsoft Office
Interos RiskRecon
Orpheus Cyber Splunk
SAP DocuSign
UpGuard Microsoft Power BI
Black Kite Supply Wisdom
Ironclad
Osano
Security Scorecard
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